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Abstract

A novel negative selection algorithm (NSA), which is referred to as ANSA, is presented. In many actual anomaly detection systems,
the training data are just partially composed of the normal elements, and the self/nonself space often varies over time. Therefore, anom-
aly detection system has to build the profile of the system based on a part of self elements and adjust itself to adapt those variables.
However, previous NSAs need a large number of self elements to build the profile of the system, and lack adaptability. In order to over-
come these limitations, the proposed approach uses a novel technique to adjust the self radius and evolve the nonself-covering detectors
to build an appropriate profile of the system. To determine the performance of the approach, the experiments with the well-known data-
set were performed. Results exhibited that our proposed approach outperforms the previous techniques.
� 2008 National Natural Science Foundation of China and Chinese Academy of Sciences. Published by Elsevier Limited and Science in
China Press. All rights reserved.
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1. Introduction

The biological immune system (BIS) is of great interest
to computer scientists, because it provides a unique and
fascinating computational paradigm for solving complex
problems. Inspired by BIS, artificial immune system
(AIS) has become a vibrant and active research area
[1–4]. Currently, major types of AIS methods include neg-
ative selection algorithm (NSA), clone selection and
immune network model [5]. Forrest and Perelson proposed
the initial NSA and used binary encoding to represent nor-
mal and abnormal space [6]. Later, a real-valued approach
was presented [7]. In order to cover the abnormal space and
generate good detectors, the genetic technique [8] was pro-
posed. Among the latest studies on the NSAs, Zhou and
Dipankar [9–11] presented a real-valued negative selection
algorithm using V-detector, and Balachandran et al. [12]
proposed a multi-shaped detector negative selection
algorithm.

The NSA is one of the most successful methods in AIS,
and its typical applications include change detection, fault
detection, and network intrusion detection [5]. The NSA is
believed to have distinct process from alternative methods
and to be the most effective algorithm available [13].
Although there have been a lot of successful applications
of the NSA, some problems still exist to prevent the AIS
and the NSA from being applied extensively.

Firstly, for the scalability of the NSA, many researchers
have found this problem, for example, Harmer et al. [14]
found in their tests that CVIS (computer virus immune sys-
tem) required approximately 1.45 years for generating anti-
bodies (detectors) to scan an 8 GB hard disk drive. Kim
and Bentley [15] studied the problem in-depth and con-
cluded that the NSA produced poor performance due to
scaling issues on real-world problems. Simultaneously,
the cost for the detectors training is exponentially related
to the size of self set [16], and so the profile of the system
is only represented by part elements of the self space.

Secondly, the low-level representation of detectors
prevents the extraction of meaningful domain knowledge.
It is difficult to map back to problem space, e.g. binary
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representation [9]. Balthrop et al. [17] also pointed out that
the problem of scalability of the NSA could lie in the rep-
resentation and the r-continuous match rule, not in the
negative selection process itself.

Thirdly, self and nonself space often varies over time,
e.g. a computer administrator often stops some network
services and new network attacks always occur. So anom-
aly detection system should adjust the built profile of the
system in real time and adapt these varieties.

However, almost in all NSAs [6,9–12], the self radius is
in a constant size, so these methods cannot build an appro-
priate profile of the system and lack adaptability. While
our proposed approach uses a novel technique to adjust
the self radius and evolve the nonself-covering detectors,
which appears to outperform the previous techniques in
building the profile of the system and covering the abnor-
mal space. It is applied to perform anomaly detection for
the well-known dataset, and it is a general approach that
can be applied to different anomaly detection problems.

2. The proposed approach

2.1. Self generalization

Building the profile of the system on part of the self ele-
ments in a two-dimensional space is illustrated in Figs. 1–3.
The self radius of the self element specifies the capability of
its generalization (the elements within the self radius of the
self element is considered to be the self elements). The big-
ger the self radius of the self element is, the more general-
ization the self element will be. Fig. 1 shows that the self
radius is too small, part of the self elements cannot cover
enough of the self space and high false positive rate occurs.
In order to cover the self space enough and decrease the
false positive rate, a large number of self elements are
needed, but the cost for training the detectors increases.
Fig. 2 illustrates that the self radius is too large, part of
the self elements covers the nonself space and results in
false negative errors. Fig. 3 illustrates that the variable self

radius can appropriately cover the self space and builds the
profile of the system. In conventional NSAs, the self radius
is in a constant size, and so the appropriate profile of the
system cannot be built. While our proposed approach
adopts variable self radius and the appropriate profile of
the system can be built, the appropriate profile of the sys-
tem can increase the true positive rate and decrease the
false positive rate.

2.2. Anomaly detection problem definition

Anomaly detection aims at building an appropriate pro-
file of the system that reflects the normal behavior, and at
classifying a given state of the system into the normal or
abnormal state. The states of the system can be represented
by a set of features.

Definition 1 (System states space). A state of the system
can be represented by a vector of features x = (x1,x2,
. . .,xn), and it is assumed that each feature is normalized
to [0,1]. The state space of the system, denoted by
U = [0,1]n, is an n-dimensional space. Define the set Ag asFig. 1. The generalization of small self radius.

Fig. 2. The generalization of large self radius.

Fig. 3. The generalization of variable self radius.
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Ag ¼ fagjag 2 U ; jagj ¼ n; n 2 Ng ð1Þ

where n is the dimension and N is the set of natural num-
bers. The normal set is denoted by Self � Ag, and let
Nonself � Ag be the complementary space of Self, such
that

Self \ Nonself ¼ U; Self [ Nonself ¼ Ag ð2Þ

Definition 2 (Anomaly detection problem). Given a prob-
lem space S0# Self , which represents the normal behavior
of the system, build a good estimate of the normal space
characteristic function f : [0, 1]n ? {0, 1}

f ðxÞ ¼
1; if x 2 Self

0; if x 2 Nonself

�

ð3Þ

Given a state of the system, the function f can distin-
guish between normalcy and abnormality.

2.3. Self definition

Let S denote the self set given by

S ¼ fhab; rdi ab 2 U ; rd 2 Rj g; ð4Þ

where ab is the antibody (antibody gene), rd is the self ra-
dius and R is the set of real numbers. In a dynamic environ-
ment, as time goes on, self elements are variables. The
evolution of the self elements is expressed as

SðtÞ ¼
fxjx:ab 2 U ; x:rd ¼ r0g; t ¼ 0;

Srðt � 1Þ [ SvðtÞ [ SnðtÞ; t P 1;

�

ð5Þ

where S(t) evolves from S(t � 1), the fit self elements,
Sr(t � 1), are retained at time t � 1, the self elements,
Sv(t), that cover some nonself spaces are updated, and
the newly defined self elements Sn(t) at time t are added.
The fit self elements, Sr(t � 1), are

Srðt � 1Þ ¼ fxjx 2 Sðt � 1Þ; 8n 2 Agðt � 1Þ; f cðnÞ ¼ 0;

fdðn; xÞ > x:rdg ð6Þ

fcðxÞ¼
1; x is the anomaly element confirmed by external signal;

0; otherwise;

�

ð7Þ

where fc(x) (x 2 Ag) simulates the co-stimulation in the hu-
man immune system and further confirms whether the ele-
ment is an anomaly element, and fd(x,y) is the distance
computing formula between x and y. If a nonself element
lies within the radius of the self elements, the radius of
the self elements decreases, which is expressed as

SvðtÞ ¼ x x 2 Sðt � 1Þ; 9n 2 Agðt � 1Þ; fcðnÞ ¼ 1;jf

f dðn; xÞ 6 x:rd; x:rd ¼ 1

l
� x:rd

�

; ð8Þ

where l is the decreasing coefficient of the self radius.
Therefore, there is no detector that can detect the nonself
element, and the radius of the self elements is decreased

to make the detectors increase their detection radius to de-
tect the nonself elements. The new self elements are

SnðtÞ ¼ fx x:ab 2 U ; x:rd ¼ k� r0j g ð9Þ

Eq. (9) shows that the self radius of the new self elements
(t > 0) is bigger than that of the initial elements (t = 0),
where k (k > 1) is the increasing coefficient of the self ra-
dius. If a new self element is defined at time t (t > 0), it is
hopeful that more self elements will be defined around
the self element, and so a bigger self radius value is set.

2.4. Detectors

Like immunocytes in human immune systems, detectors
are similarly used to detect the nonself elements in our pro-
posed approach. The set of detectors D is defined as

D ¼ fhab; rdi ab 2 U ; rd 2 Rj g ð10Þ

where ab is the antibody (antibody gene), rd is the detection
radius and R is the set of real numbers.

Like self space, the nonself space is also dynamic and so
the detectors have to respond to the variations. The evolu-
tion of the detectors is expressed as

DðtÞ ¼
x x:ad 2 U ; 9s 2 Sð0Þ; 8s0 2 Sð0Þ;jf

fdðx; s0Þ > fdðx; sÞ; x:rd ¼ fdðx; sÞ � s:rdg t ¼ 0

DnðtÞ [ Drðt � 1Þ [ DvðtÞ � DdðtÞ t > 0

8

>

<

>

:

ð11Þ

where D(t) evolves from D(t � 1), the new detectors, Dn(t),
are added; the detectors, Dr(t � 1), that do not cover the
self space are retained; the detectors, Dv(t), that have to in-
crease the covering space are updated; and the detectors,
Dd(t), that cover the self space are removed. The new detec-
tors are shown as

DnðtÞ ¼ x 9n 2 AgðtÞ; fcðnÞ ¼ 1; 8y 2 DðtÞ;jf fdðn; yÞ > y:rd;

x:ab ¼ n:ab; 9s 2 SðtÞ; 8s0 2 SðtÞ; fdðs; xÞ < fdðs0; xÞ;
x:rd ¼ fdðs; xÞ � s:rdg ð12Þ

Eq. (12) depicts that if a nonself element cannot be de-
tected, a detector is generated and the detection radius of
the detector is decided by the nearest self element to avoid
covering the self space. The detectors that do not cover the
self space are retained, which are shown as

Drðt � 1Þ ¼ x x 2 Dðt � 1Þ;jf 8s 2 Agðt � 1Þ; fcðsÞ ¼ 0;

fdðx; sÞP x:rd þ s:rdg ð13Þ

If the self radius of self elements is big and self elements
cover wrongly nonself space, Eq. (8), the detection radius
of the detectors is increased to cover more nonself space,
depicted by

DvðtÞ ¼ xf x 2 Dðt � 1Þ;j 9s 2 Agðt � 1Þ; fcðsÞ ¼ 0;

fdðx; sÞ < x:rd þ s:rd; x:rd ¼ fdðs; xÞ � s:rdg ð14Þ

Simultaneously, if a detector detects a self element, the
detector is removed, expressed by
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DdðtÞ ¼ x x 2 Dðt � 1Þ; 9s 2 Agðt � 1Þ;j fcðsÞ ¼ 0;f
fdðx; sÞ 6 x:rdg ð15Þ

3. Experiments and results

In order to determine the performance and possible
advantages of our proposed approach, we performed the
experiments with a classical dataset used extensively in
the pattern recognition literature, the Fisher’s Iris dataset
[18], which includes three different classes of flowers: seto-
sa, virginica and versicolor. In the dataset, each element is
described by four attributes and each class is different from
the others. We compared the results obtained by using the
constant self radius [9], namely V-detector. V-detector
combines real-valued negative selection algorithm and var-
iable-sized detectors, and enhances the negative selection
algorithm in efficiency [9]. Nevertheless, the self radius is
constantly sized in V-detector, and cannot adapt the vari-
ety of self and nonself space, nor can it build an appropri-
ate profile of the system.

Table 1 illustrates the comparison using the Fisher’s Iris
dataset. Different experiments were performed in each case
using one of the three classes as the normal and the other
two as the abnormal. The training data were either par-
tially or completely composed of the elements of the nor-
mal class. The distance function was based on the
Euclidean distance. The increasing coefficient of the self
radius k is 1.2. The decreasing coefficient of the self radius
l is 10. All the reported results were the average of 100 dif-
ferent runs.

There are two elements that define the cost function of
an anomaly detection system: the detection rate of the
detection system that detects an anomaly, and the false
alarm rate of the detection system that produces an alarm
in normal conditions. A good detection system has a high
detection rate and low false alarm rate. In order to com-
pare the performance of our proposed approach, we gener-
ated the average detection rate and false alarm rate curves
for the ANSA and V-detector in Fig. 4. The average num-
ber of detectors was 50 in V-detector and 45.24 in ANSA.
The training data were a half of the verginica, and another
half of the verginica and the other two classes’ data were
the testing data. The distance function was based on the
Euclidean distance. The increasing coefficient of the self
radius k is 1.2. The decreasing coefficient of the self radius
l is 10. All the reported results were the average of 100 dif-
ferent runs. Fig. 4 and Table 1 show that the self radius is
an important parameter to control the detection rate and
false alarm rate. The smaller the self radius is, the higher
the detection rate and the false alarm will be. V-detector
has a worse performance when the self radius increases
and much anomaly cannot be detected. Our proposed
approach, ANSA, has a higher detection rate but lower
false alarm rate. In actual applications, we cannot predict
all the anomalies, e.g. network attacks, in which novel
and unknown attacks often occur. Simultaneously, normal
conditions also vary, e.g. the computer administrator stops
some network services, and so the detection system has to
adjust itself to the changed environment. According to the
detection feedback of the detection system, ANSA can
adaptively adjust the profile of the system to adapt the vari-

Table 1
Comparison between ANSA and V-detector using Fisher’s Iris dataset.

Training data Self radius Algorithm Detection rate (%) False alarm rate (%) Number of detectors

Setosa (50%) 0.1 V-detector 99.43 3.68 10
0.1 ANSA 99.53 2.40 9
0.05 V-detector 99.62 7.96 10
0.05 ANSA 99.66 5.84 9

Setosa (100%) 0.1 V-detector 99.14 0.00 10
0.1 ANSA 99.50 0.00 9
0.05 V-detector 99.45 0.00 10
0.05 ANSA 99.56 0.00 8

Versicolor (50%) 0.1 V-detector 70.13 5.00 50
0.1 ANSA 88.70 1.36 42
0.05 V-detector 86.19 21.24 50
0.05 ANSA 89.94 9.52 38

Versicolor (100%) 0.1 V-detector 60.63 0.00 50
0.1 ANSA 88.56 0.00 40
0.05 V-detector 79.48 0.00 50
0.05 ANSA 89.98 0.00 41

Verginica (50%) 0.1 V-detector 87.39 16.96 40
0.1 ANSA 92.16 8.16 34
0.05 V-detector 93.55 29.92 40
0.05 ANSA 94.83 16.68 37

Verginica (100%) 0.1 V-detector 80.53 0.00 40
0.1 ANSA 92.00 0.00 35
0.05 V-detector 92.21 0.00 40
0.05 ANSA 93.23 0.00 32
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ables of the self and nonself space. Table 1 also shows that
ANSA has another advantage, that is, ANSA needs less
numbers of detectors and has a good coverage, e.g. when
the training data are a half of the versicolor and the self
radius r0 is 0.1, V-detector needs 50 detectors, the detection
rate is 70.13% and the false alarm rate is 5.00%; while
ANSA only needs 42 detectors, the detection rate increases
to 88.70% and the false alarm rate increases to 1.36%.

Similar comparison was performed with a biomedical
dataset, which includes blood measurement of 209 patients
[19]. The blood measurement was used to screen a rare
genetic disorder. There are 134 normal patients and 75 car-
riers of the disease in the dataset. Table 2 and Fig. 5 show
the comparison by using the dataset. The average number
of the detectors in Fig. 5 was 75 in V-detector and 75.82 in
ANSA. The training data were 25% of the normal patients,
and 75% of the normal patients and all carriers of the dis-
ease were the testing data. The distance function was based
on the Euclidean distance. The increasing coefficient of the
self radius k is 1.2. The decreasing coefficient of the self
radius l is 10. All the reported results were the average
of 100 different runs. It further shows the capacity of
ANSA in building an appropriate profile of the system,
and shows that ANSA can increase the detection rate
and decrease the false alarm rate.

4. Conclusions

This paper presents a self-adaptive negative selection
algorithm, ANSA. The approach can build an appropriate
profile of the system only by using a subset of normal ele-
ments, and can adapt the varieties of self/nonself space. It
can also adaptively adjust the self radius, the detection
radius and numbers of detectors to amend the built profile
of the system. The experimental results show that ANSA is
an efficient solution to anomaly detection and offers the
characteristics of high detection rate, low false alarm rate,
self-learning and adaptation.
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